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Introduction

Adverse media screening (also known as media monitoring or negative news screening) is one
important part of customer due diligence (CDD). At its most simple, adverse media screening is the
process through which a customer, or prospective customer, is compared to (“screened against”)
negative news and data sources. Adverse media screening allows firms to spot a potential problem
before the institution becomes associated with it or allows its reputation to suffer as a result.

AVM Screening

Adding new searches

There are two ways to add and screen new customers. The first is by uploading the new customer
data to Screening using the import file (or exporting the current data and re-importing with the new
data) via the upload function in the customer data section.

|;:;i.| CUSTOMER DATA
A,

Manage Customers
Upload Customers
Add Customer
Upload Internal Watchlist
Audit History
Export Data
The second method is via “Add Customer” where you can add customers individually and screen for

AVM matches using the variety of “Add and Screen AVM” options, once you have input the data
below which is explained in more detail on page 8.

Note the additional drop-down option of ‘Match AVM Frequency’ within the AVM Date Range drop-
down which enables the user to match the frequency of screening chosen during the creation of the
criteria. e.g., if the user chooses 756 days in Criteria>AVM Frequency in Days and they chose the
‘Match AVM Frequency’ in Add Customer. The AVM Date Range will automatically be set to 756
days.

KYC360



Adverse Media Guide |4

Add Customer 4 Goback
Last Wams"

First Mama

Middle Name

Dzte Imerface Raference”
» dd! mem+ yyyy a

Country 1 Starusz®

Unknown " Actve W
Country 2 Risk”

Unknown w N
Country 3 Handied By User Group®

Unkrown g W
Criteria:” Handled By User

o w

Custom Text 1 Custom Text 2

AVM Critenia AN Country® AWM Dste Range"

w -Uzz AN Critena- L Match AUVN Freguenoy

AWM Additional Terms AND

AV Additional Terms OR

AN Exciude Terms

Add and Screen Once

Add and Screen Ongoing
Add ard Soresn AWM Once

Add and Screan AWM Onpoing
Add and Screen Both Once
Add and Screen Both Ongoing

KYC360



Adverse Media Guide |5

Potential Matches
Navigate to AVM potential matches under AVM screening to see results for individual/entity
searches which will bring up this page:

AVM Potential Matches 4 Home
Friority Fiter: Group Filksr: Usar Fiter Rows PerFage Sart by: Sore Dirzction
Wiew all W \iewr al ~ Wiew all = 100 W Priarity ' Aszcending L

Totsl R

scords: 378 Page 1of4 <<Fist <Previous MNex> Lasts> I:I Go to Page b

Priority Customer Name F':!c:n:ifal H::Sutl't “::E;E;J H;:i::r HZF:I:‘ Business Unit
Matches
o ALEXANDER PEREZ 14 1 1 Admin Group Drefzult
a - BORIS JOHMSON 12 333 333 . Handlzr Group - Gawn Doyle Drefault
2 CENTAUR MINING 12 20 281 Handler Group Richard Wisen (TEST) Crefzult
(1] - MANTICODE (PTY) LTD 4 | 281 . Handler Group - Richard Wison (TEST) Crefzult
(1] - VEXLGSTAX (PTY) LTD z peih | 28 Handier Group Richard Wilson (TEST) Defzult
H ANKA DELVEY a 289 e Handier Group Tom Devlin Defzult
2] KHAN 10 282 82 Handizr Group Tejal Ugars Default
) . VLAGMIR PUTIN 1 282 282 Handler Group Tejal Ugars Defzult
a CHAMARTIMN 5.4 g aTs 74 Handler Sroup Richard Wikson (TEST) Defzult
(1] - BalLIE GIFFORD 13 T4 av4 Handler Group Annie Roberts Default

Filtering Options

Priority Filter — Filter the results in priority order (ascending/descending), the drop-down will
only show the numbers 0-9 which are visible.

Group Filter — Filter results into User Groups.

User Filter — Filter results into specific Users.

Rows Per Page — how many results are shown per page.

Sort By — Various filtering/ordering of results settings.

Sort Direction — Ascending/Descending ordering.

Columns

Priority — Directly linked to ‘Risk’ applied.

Customer Name — Name of customer.

No. of Potential Matches — Volume of potentials returned from search.

Last Result —is the sum of [today’s date] minus [date last MP returned for CE] shown in days.
Age (days) —is the sum of [today’s date] minus [date first MP returned for CE] shown in days.
Handler Group — User Group the potential is assigned to.

Handler User — User the potential is assigned to.

Business Unit — Name of the Business Unit the potential is assigned to.

You can sort each column by clicking on the headers, for example clicking on date so sort by date.
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You can also assign the potential matches by selecting the tick box to the far left and selecting

reassign selected potentials to other users.

Reassign potential matches

Please select the user to reassign the entities with potential matches to:

[set to unassignad |

Viewing Matches

To investigate the potential matches, select the hyperlink on the full name which will provide the

details of the search and display a list of matches and the hyperlinks for each match:

AVM Potential Matches 4 Go back

Hame: BRIAN WILSON Reference: JS0165

Gender: Male View | Edit | Reporls
Date of Birth: 07 Dec 1981 Date Added D7 Oct 2020

Last Screen Date: 05 Feb 2024

Criteria: Higher risk customers

Risk Medium

Status Active

Handler Group: Handler Group

Handler User;

Tosal Records: 30 Pagec 1of1 << First =Previous New> Lasi>s I:l Go to Page b

m Rank Display Link

hetes wvew.nersldscotsnd com!.. 20286842 brian-wilson-food-securiy- issue-nseds-modam-gi..

18 Jul 2022 ... Brian Wilsan: Why the food security issus nesds a8 modem Dig for Victory ... Every second coums’: Glasgow
nurse sanctioned sfter cardisc arrest Hundar |

hitos - wwen msn com/en-gb/newsiotherreaders-ietters-dont-ssy-sturgeon-cried-crocodile-tears/a-BETh .

Feaders' Letters: Dont =ay Sturgeon cried ‘crocodile iears’ . Nicols Swrgeon has been sccused of shedding crocodile 1ars sfier
bresking down at the UK Covid Inguiry, Crocodile t23rs are considersd to be devoid of emotion. based on the natural behaviour of
the reptiles which produce thoss tears

e wvewwsiltv.com?. Sarticls 447037 ic-80c1-1122-b143-33 13244000

Dec 1, 2023 . Officisls monitor situation at Wikzmson County minz. by Brian Wilson - Brian Wilson - Author emaid. Dec 1,
2023, Dec 1. 2023 0 - Facebook - Twittar ..

The first field will show ‘name’ for individuals and ‘entity name’ for companies.

Exchede URL List Assign All To Supenasor
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Load More Results

‘Load More Results’ clickable link at the end of the results. This gives the user the ability to view
additional matches, if required. The user can press this up to 6 times, each time 5 additional results
will appear. Note: This will only appear if there are more matches available and only on the last page
of results.

Search

O Rank Display Link : Actions
Engine
nitpsifwww. hersldcootland comipolitics @062 2386 brian-wilson-petty-dishonesty-now-passestesdership.. . H
N Brian Wilson: The petty dishonesty that now passes for leadership in Scotland_ | see Micols Stungson has been branding both Bth
contestznts for the Tory leadership 2= "hypocrises®. Par for the course, you might say; a
ntips:www.men comisn-ushes |t ciheris the-naw-covid-variant-jn i -too-sman-for-home-tesis-hare-s- H
2 - Is the new COVID variant, M1, too smart for home tests? Here's what science has to say.. Anecdots| chatterin Fort Worth b
i underscore the premisza that the |atest COVWID-12 variant, JML1, is too wily for home test kits o detect. However, the science may Bing
be = bit more compficated. Reasons why many sre having to test multiple times o find cut if they haws the wirus

too soon after exposurs and the differences in how well the virus can rephcate i=elf in one persen compared to another,

Load More Resulis B

When the user has exhausted the Load More option ‘No more matches’ will appear at the bottom of
the screen.

https:luk finsnce yahoo.ocom.. fessc-suspends-bellator-champ-usman-2115..

Nowv 11,2023 __The Guardian. Ban won't end knife erime, says founder of Bristol academy whose pugpils died . Brian Wilson =
ost’ after wife's death at 77. & minutes ago. The '

Na more matches

Excluding URLs

The “exclude URL list” is useful to remove websites (e.g., Wikipedia) that you may not want to see
results from. To add a website simply type in the URL and select “add”. These websites will not show
up in results for future searches:

Exclusion URLs

Selected Exclusion URL

n Update selected Remove selected

KYC360
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Flagging & Discounting

In the action’s column, you have the flag and discount options. Flagging will bring up a window
where you need to choose a (customisable) flag category, set the valid to date and can add
reasoning to your choice. The text that’s input in the “reason” field will show on the customer details
page when looking at the AVM flagged matches. The valid to date can be used to set a designated
period that the match is flagged/discounted for.

Flag

Flag Category* Valid To Date

fesLFLAG v 31/12/2099 =]

Reason

The reason is required

Choosing the discount option will bring up an almost identical window, but with the discount
category drop down options instead. These drop-down boxes are both customisable and will be
detailed in the configuration section.

Discount

Discount Category” valid To Date

Test category v 31/12/2099 a]

Reason

The reason is required

KYC360
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Bulk Actions

You can select potential matches to bulk flag/discount and exclude specific URLs for the client entity
or for the entire criteria (dependant on having supervisor permission) going forward:

Exdude for Client Entity Exclude for Criteria Exclude URL List Assign All To Supervisor

Total Records: 4§  Page: 1of1  ==First =Previous Next= Last==> III Go to Page p

= Rank Display Link Seethil | fiane
Engine
https://ultimateclassicrock com/brian-wilson-wife-melinda-dead!
4 Brian Wilson Moumns Death of ‘Beloved Wife' Melinda... Beach Boys legend Brian Wilson is mouming the death of his wife, beng
Melinda. “My heart is broken. Melinda. my beloved wife of 28 years, passed away this morning,” Wilson wrote to X (formerly .
https-/vewew nytimes com/section/corrections?page=58 .
4 . ‘ ) ) . . 7
7 hours ago ... 5 Takeaways From the Sotheby's Art Fraud Trial. The inner workings of the art ... Melinda Wilson, 77, YWho Helpad Eooal
Brian Wilson Through Mental lliness, Dies. ooge

Bulk flagging & discounting will bring up the same windows as individually flagging/discounting,
where you will select the flag/discount category and can provide reasons for your choice.

The exclude options will bulk exclude the websites either for the individual/entity you’re searching
(exclude for client entity), or for the specific criteria (exclude for criteria) e.g., Higher risk customer
criteria. This means that the next time you search for that particular entity or use those criteria, the
excluded websites will not show up in your results.

Viewing customer details and deleting potential matches

You can navigate to the customer details page and delete the potential matches found for a
customer by going to “view” when looking at potential matches:

AVM Potential Matches { Go back

Name: ALEXANDER PEREZ Reference: V1233

Gender: Male View | Edit | Reports
Date of Birth: - Date Added 27 Feb 2023

Last Screen Date: 08 Feb 2024

Criteria: Medium Risk Customers

Risk: Unclassified

Status Active

Handler Group: Admin Group

Handler User:

KYC360
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This will take you to the customer details page, where if you scroll down, you can see the AVM
potential matches, the flagged/discounted matches and you have the option to delete the matches:

= AVM Potential Matches (14)

AVIM Potential Matches p Delete AVM Match Potentials p

[ ’ : Search
Rank Display Link Ergue

hittps:/iwvew brevardsheriff corn/. . /brevards-most-wanted-eric-alexander-pe... .
Feb 24, 2020 ... Brevard's Most Wanted — Eric Alexander Perez "“Arrested™. February 24 . NR 23-31 Victim identified in death investigation Google

September 21, 2023 _

https:/fwww houstontx govipolice/ni/20 12/jan/nr( 1112012-1 htm -~

Jan 11, 2012 ... The suspect, Alexander Perez (H/m, DOB: 11-7-93}, is charged with ... Further investigation and witness statements identified Google

Perez as the ..

This will delete all outstanding potential AVM matches:

Delete AVM Match Potentials { Go back

Are you sure you want to delete all outstanding AVIM match potentials for the following client entity:

ALEXANDER PEREZ (V1233)

Confirm Deletion
Navigating to AVM matches from the customer details page

It is possible to see the AVM potential matches for a customer via their customer details page
instead of going through the AVM potential matches button on the home page.

In the customer details at the very top you can find an AVM matches option which will take you to
the customers AVM matches.

Customer Details: ALEXANDER PEREZ { Go back
Name: ALEXANDER PEREZ T V1233

Gender: Male ) Edit | Delete | Reports | AVIM Matches

Date: - Date Added: 27 Feb 2023

Client: File Criteria: Person

Handler Group Admin Group Risk” Unclassified

Handler User: Status: Active

View Customer Report Download Customer Report

KYC360
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When viewing AVM potential matches, there are 8 reports available that can be navigated to via
“reports” at the top of the potential matches’ screen:

AVM Potential Matches {Go back

Name: ALEXANDER PEREZ
Gender: IMale

Date of Birth: -

Last Screen Date 08 Feb 2024

Criteria: Medium Risk Customers
Risk: Unclassified

Status Active

Handler Group: Admin Group

Handler User:

The 8 report options are:

Reference: V1233
View | Edit | Repors
Date Added 27 Feb 2023

Client Entity Reports: ALEXANDER PEREZ (V1233) 4 Go back

Report for client entity combined detail information:

Report for client entity detail information:

Report including all entries and links per client:

Report for client entity match potential items between specified
dates:

Report for client entity match discounted items between specified
dates:

Report for client entity match flagged items between specified dates:

Report for client entity AVIM match flagged items between specified
dates’

Report for client entity audit data and search history data:

Client Entity Combined Detail Report b

Client Entity Detail Report P

Client Entity AVM Detail Report P

Client Entity IMatch Potential Report B

Client Entity Match Discounted Report P

Client Entity Match Flagged Report »

Client Entity AVIM Match Flagged Report P

Client Entity Search History Report )

Client Entity Combined Detail Report — if the user has Live AVM enabled and there are matches
from both Dow Jones and Live AVM these will both appear in the report categories by discounted

flagged, potentials.

Client Entity Detail Report — Shows a report of the detail of the criteria used for the client

Client Entity Adverse Media Detail Report — Shows a report of the potential matches, discounted

matches and flagged matches of the client

Client Entity Match Potential Report — Shows a report of the potential matches, filtered by date for

the client

KYC360
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Client Entity Match Discounted Report — Shows a report of the discounted matches, filtered by date
for the client

Client Entity Match Flagged Report - Shows a report of the flagged matches, filtered by date for the
client

Client Entity AVM Match Flagged Report — Shows a report for the client entity AVM match flagged
items between specified dates.

Client Entity Search History Report — Shows a report of the audit history for the client

Customise AVM Criteria

Selecting this option allows you to amend which criteria is used, the country searched, the date
range of the search as well as adding/excluding additional terms:

Customise Adverse Media Criteria

AVM Criteria™ AVM Country* AVM Date Range™

None v All v All ~

AVM Additional Terms AND
AVM Additional Terms OR

AVM Exclude Terms

E Save & Execute Cancel

The AVM drop-down options are populated with the different criteria created in configuration which
is detailed below. AVM Country is a simple country list (with an all option as well) to define the
country searched (e.g., google.fr for France rather than google.co.uk for the UK). The AVM date
range has the following options for the different periods of time you can search against:

KYC360
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AVM Date Range®
All o

Use AVM Criteria-

All

Last 24 Hours

Last Week

Last Month

Last Quarter

Last & Months

Last Year

Match AVM Frequency

Configuration

Criteria
Under the AVM configure section you can select criteria where you can add, edit, and delete adverse
media screening criteria:

AVM Criteria 4Home

Name Description Edit Delete

AWM Test Criteria AWM Test Criteria dit Delete

Add new AVM criteria B

You can add the name, description, date range, set a country and the frequency of the screening,
select the search term option (first name only, first name + last), customise term sets and customise
the exclusion URLS’s. There is also the search engine configuration (API), which needs to be input for
each of the search engines sets being used and is explained in detail in the Google, Bing Web, and
Bing News API section from page 12.

The Frequency in Days allows you to define how many days this Criteria set will run against your
entities. For example, if you set it to 5, the client entity records’ will be screened for AVM on the
next batch run, and after that it will run every 5 days. It is against when the client entity record was
last screened, not last time the criteria set ran.

KYC360
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Edit AVM Criteria: AVM Test Criteria 4 Go back

Criteria Mame:” Criteria Description:™ Criteria Identifier:
AVM Test Criteria AVM Test Criteria 1017
Date Range.” Country =~ AVM Frequency In Days:* Search Term Option:* Safe Search™*
Last 24 Hours v All v 50 Lasthame v MNo v

Search Engine Configurations

Google Web Api Name* Google Web Api Key* Google Web Api Urd™

https:{hwww.googleapis.com/customsearch/

Bing Web Api Name™ Bing Web Api Key™ Bing Web Api Url*
hitps:{/api bing microsoft comiv7 0/

Bing News Api Name” Bing News Api Key~ Bing News Api Url™

https:{/api bing microsoft comiv7 0inews!

Term Sets
Term Set Name® Terms*
Default Terms [CID: 103] outside accounts Remove

Exclusion URLs

Selected Exclusion URL

o ==

When adding a new AVM Criteria or updating an existing one, the user will be able to increase the
‘AVM Frequency in Days’. This can go up to 1200 days.

Add AVM Criteria 4 Go back

Criteria Name™ Criteria Description:™

ABC Limited

Date Range:* Country:* AVM Frequency In Days:* Search Term Option:* Safe Search*

All v All v 1200 LastName v No v

Exclusion URLs

Selected Exclusion URL

m Update selected Remove selecied

Add AVM Criteria Refresh

Safe search has also been included, which will remove explicit and potential offensive content from
the search results.

KYC360
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Add AVM Criteria 4 Go back

Criteria Name™ Criteria Description:™

ABC Limited

Date Range:* Country:* AVM Frequency In Days:* Search Term Option:* Safe Search:*
All L2 All v 1200 Lasthame L2 No

Exclusion URLs

Selected Exclusion URL

m Update selected Remove selecied

Add AVM Criteria Refresh

Term sets are a collection of terms used in the search. You can create and use multiple term sets,
because there is a limit to the number of terms in each term set (approx. 30 terms). To have more
than the 30 limited by a term set, simply create another term set for the additional terms.

Note: You can use a maximum of 32 in a Term set; And you will need to create a new Term set for
additional terms and this will count as a separate search credit with your Google / Bing APIs.

Defaults Screening term set: money laundering, terrorism, tax evasion, illegal, fraud, scandal, crime,
criminal, sanctions, laundered, laundering, corrupt, corruption, bribe, bribery, bribed, prosecution,
prosecuted, prosecution, sanctioned, OFAC, elected, investigation, investigated, minister, defendant,
blacklist, leader, arms, bearer share, drug

Flag Categories
Here you can add, edit, and delete the flag categories which show when flagging matches:

AVM Flag Category 4Home

Name Description Require Reason Require Scrape Edit Delete
BRIBERY & CORRUPTION Bribery or corruption risk ‘Yes Yes Edit Delete
ESG ESG concerns ‘es Yes Edit Delste
FINANCIAL CRIME Fincrime hit Yes Yes Edit Delste
NON-FINANCIAL CRIME Other Crime Yes Yes Edit Delete
PEP - DOMESTIC Domestic PEP Yes Yes Edit Delete
PEP - FOREIGN Foreign PEP Yes Yes Edit Delete

KYC360
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4 Go back

Name™

Test category

Require Reason®

Yes

Update AVM Discount Category

Description*

Test category

Grouping*
v 0

Require Scrape™

Yes

Discount Category Identifier

L

Scrape Type®

Foreground

- Grouping — Allows you to group the match flag categories (1= Relevant acceptable, 2=
Relevant Not acceptable)

- Scrape — If this is set to yes, it will take a PDF copy of the page when using this category.

o The user can choose whether the pdf report of the match is collected immediately
or whether it is created in background.

o If you require more details within the report, then you will need to choose ‘Yes’
from the require scrape drop down and then you are able to chose between
‘foreground’ (scrapes immediately), or ‘background’ (scrapes in the background).

o The recommended option is to choose the scrape in background as then this enables
the user to continue with their work and the report will be generated on a periodic
polling basis.

o If the background scraping option is chosen whilst the report is generated the link
will be disabled.

Discount Categories

In AVM discount categories you can add, edit, and delete the discount categories which show when
discounting matches (grouping option is not relevant for discount categories):

AVM Discount Category 4Home

Name

Article not related to the search subject

Discount and Scrape

Discount No Scrape

False Positive

Rejected after investigation

Test category

Add a new AVM discount category P

Description

Article not related to the search subject
Scrape

No Serape

False Positive

For results where no risk is established

Test category

Require Reason

Yes

Yes

Yes

Yes

No

Yes

Require Scrape Edit Delete
Yes Edit Delete
Yes Edit Delete
No Edit Delete
Yes Edit Delete
No Edit Delete
Yes Edit Delete

KYC360
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Reports 4 Home

Report for AVIM match potentials for selected date range:
Report for AViM match flag items for selected date range:
Report for AVIM match potentials statistics:

Report for AVIM match potentials summary:

Report for AVM match potentials, flags and discounts by day:

Report for AVIM match flag items for selected category and date
range:

Report for AVIM matched data for selected date and user group:

Report for processing run statistics for selected date:

AVM Match Potential Report

IMatch Potential Report P

AVM Match Flag Report b

AV Match Potential Statistics Report P

AV Match Potential Summary Report p

AVIM Match Data By Day Report P

AVIM Maich Flag By Category Report »

AVM Match Checking Report P

Pracessing Statistics Report P

The AVM match potentials report shows all the client entities that have match potentials still
outstanding with the Adverse Media they have matched against.

Parameters:
e From Date
e To Date
e User Group
e Business Unit

AVM Match Potential Report 4 Go back

To Date™”
05/02/2024 (m]

From Date:*

09/02/2023 (m]

Export To Excel Go back

User Group:* Businass Unit:™

—-All- v Default v

The Report volumes is too large to be shown. The first 1500 out of 3054 AVM Match Potential for the selected criteria will be shown below. If
you would like to view the additional results please download the excel version of the report.

14 < h of 4y D > O @

Page Width v

5. &

| Find | Next

KYC
360

Match Potential Report

Between 09/02/2023 and 09/02/2024

Match Potemntial Items

Client il |Enfity ID | Entity

Reference

|LastName |FirstMame |Middie Name | Generated is«m.
|Date | Engine

103 2411 JS0002 JOMES JOHN 06 Feb 2024 Google

Between 08/02/2023

| Business Unit | Handied By Usar
Group Name

and 09/02/2024

Handled By
User Name

Display Link | Snppet

bfipsdhvwajus Jun 10, 2021 ... Jones isthe Dafaut Handiar Group

tice. sixteenth

KYC360
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AVM Match Flag Report

The match flag report shows all AVM match potentials that were flagged in the date range selected
with some additional information. You also have the option to export this data to excel to create
summary metrics.

Parameters:
e From Date
e To Date
e User Group
e Business Unit

AVM Match Flag Report 4 Go back

From Date™ To Date™ User Group:” Business Unit:™
09/01/2024 (m] 09/02/2024 (m] Al v Default “
Export To Excel Go back
<4 < 1 | of8 > B> O @ Page Width ~ | R g] [ Find | Next

KYC Adverse Media Match Flag By Day Report

3 (5 O Between 09/01/2024 and 09/02/2024

Match Flag Hems Between 09/01/2024 and 09/02/2024

Current Data
Cliemt lJemE.,, Company [FEST) | Business Uniz [Default W Client Eniity D 555522 |
Last Name [VELL-\ ] Sirst Mame |GEORGE Middie Mame [ ]
Historic Data
Wi EE— Ganerstzd Dats ln,n;-zcuz Agtion Days I;'”a J \alicl to Date 31/12/2009
Link http:/ . china-embassy. orgiengy zgyw/202112/t20211208_10484056 it
Snigpat
Maltese President George Vella and Primz Minister Robert Abela Mest with Yang Jischi. 2021/12/08 15:23. On December 7. 2021 local time, Malteze President .
Resson |A’\.’i-_,a‘Finan:'|aI | Flag Category test-FLAG |
User Group | Handier Grous Hardiing User |inod [Jersey Company TEST)

AVM Match Potential Statistics Report
The match potential statistics report shows the outstanding AVM match potentials in a bar chart
format. This includes options to export to excel.

Parameters:
e Business Unit
e User Group
e C(Client Entity Risk
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AVM Match Potential Statistics Report 4 Go back
User Group:* Businegs Unik= Clieni Entity Rigk=
--All-- hd --All-- L —All-—- »
\arsiich S
| 4 { of3 » | & @ | I;a_g_e"-\;'ic.lt.ﬁ v | = =h L | Find | Mext

5\6,8 Adverse Media Match Potential Statistics Report

Outstanding Match Potentials

izt Nams | 4 Authorized |Business Unit | All Authorised

UssrGroup | A8 User Groups

10000

8000

5000

2000

0 —— 7 A+ Ak i il oo
oD Fin 140 300 60D 900 1200 150D 180D 181D+

[ Matched Potential Volumes

05/02/2024 11116 Page 1 of 3
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AVM Match Potential Summary Report
The AVM match potential summary report shows summary information for each of the outstanding
AVM match potentials based on the user group they are assigned to.

Parameters:
e From Date
e To Date

e Business Unit

AVM Match Potential Summary Report 4 Go back

From Date:* To Date= Business Unit=
09/02/2023 (w] 09/02/2024 (] Default b
1< <N o Y Bl |G| 8 Page Width v v | 51 Find | Mext

360 Adverse Media Match Potential Summary Report

Between 09/02/2023 and 09/02/2024

Match Potentials
Client Pmcﬂm..,(mm ] Business Unit Default
User Group Admin Group ] feems | 64
Priority D Days 05 ,: Generated Date [W‘ Latest R=cord Date ,E‘;&UT—MI Potential Matches ’_—ﬁ]
Lz5t Name B | First iame [;ﬁNI‘\-A |
Widdie Hame [ | Chient Entiny 10 fasgzar | Handling User |

AVM Match Data by Day Report
The AVM match data by day report shows all AVM match potentials generated on a specific day.

Parameters:
e Data
e Business Unit
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AVM Match Data By Day Report 4 Goback

Date:* Business Unit=®
09/02/2024 a Default -
Export To Excel Go back
1< < 0h otz > > O @& | [ragewicth v| v | @ Find | Mext

5\5’8 Adverse Media Match Data By Day Report

Cliern [2rs2y Company mesT) | Business i |paau: |
User Group | Handler Group: |
et Erity D E Last Mame [wiLson | First ame BRIAN |
SearchEngine Type | BingWen ] Handiing Usar |Jz,- Guillard |
Generatzd Data | oaioz/2024 Link _lh:ps:;'.".ilﬁmatac;assico:k_carnn’hrian—\ﬁsu&mi-’&n’elinaadaad.f |
Srippet Brizn Wilzon Moums Desth of ‘Beloved Wife' Melinda... Beach 2oys legend Brizn Wilson iz mourning the death of hiz wife, Mefinda. "My heart i broksn. Melindzs, my beloved wife of 28 years,

passed 2way this moming” Wison wrote to X (fermerly .

AVM Match Flag by Category Report
The AVM match flag by category report shows information for each flagged AVM match potential for

the selected category between the dates supplied.

Parameters:
e From Date
e To Date
e (Category

e Business Unit
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AVM Match Flag By Category Report 4 Go back

From Date;® To Dafe:* Category= Business Unit=
0910242023 [»] 09/02/2024 (w] —All- g Default hd
Export To Excel Go back
14 i et > Bl D @ [mewanv] B & | ind I et

KYC Adverse Media Match Flag By Category Report
360

Between 09/02/2023 and 059/02/2024

Match Fiag Items Between 09/02/2023 and 09/02/2024
Cumrent Data

Cliant |}er5E',-‘ Company (TEST) ] Business Unit iaefab."t [ Chizng Entity 1D 8621 |

Lsst Name [zzum | Fist bame [rasina | Micle tame [ ]
Historic Data

Mziched Doz 12/06/2023 Genérad Dae 021272001 Action Days =57 Valid to Gtz 3111202089

Lind: hetpsyfajamme.comy2021,11/22/mughlani-begum/’

Snippet
22 Now 2021 _ In contrast. Mughlani 82gum allied with Ahmad Shah, an Afghan roler who _ For her, this accusation caused scandal, but for Tahras, his very Iife was ..

Heasoh P | Flag Category E:E—.t—FL-‘.G |

\ser Group Handler Group Handing Ussr E'-'E:'E| Upars |

Custom Tt 1

AVM Match Checking Report

The AVM match checking report shows all AVM matches that were made on the date and user group
selected with some additional information on each of the matches.

Parameters:
e Date

e User Group
e Business Unit
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AVM Match Checking Report 4 Go back

Date:* User Group:® Business Unit*®
09/02/2024 (=] Al b Default hd
Export To Excel Go back
1< < h ofi0 > B O @ Page Wigth ¥ | w | B | Findl | et

KYC

360 Adverse Media Match Checking Report

Match Items

Crant | ersey Company 72T}

(Bent Entity ID

B574 |nterface Refzrence Js0taEs Link

Last Mame |WI|50I\ | Web Snippet

First Name [erian |

fiddle fame | |

Client Risk |Memm | Szarch Engine Tyos
Cent Date ?’W‘ Cznt Country 1 ’m‘ Client Cowntry 2

Cient Gander

Male |

hittpss/weave. hesaldscotland.comynewsMamenaws/ 19954758 nicela-sturgeon-say-covid-
Updzte-today-face-covering-rulzs-ramain-seotand

5 Mar 2022 . The First Minister has today updated Holyrood on tha latest coronavines
_ Brizn Wilson: There should be no hiding placz for the Danish diairman of CalMac ..

[GEQ;IE

CBene Critesia Higher risk customans

Match Type

Flaggsd Mazch Car=gary

[restFLag

Processing Statistics Report

The processing run statistics report will show summary statistics for any processing runs for a client

on the date selected.

Parameters:
e Date
e Business Unit
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AVM Processing Statistics Report 4 Go back
Date:* Business Unit:*
09i02/2024 (] Default hd

[ < f of1 B O @ Page Width ¥ H. | & ] [ Find | Next

350 Processing Statistics Report

Clent Processing Statistics
Clisnt |i'§rse)'Ccm|:|an3- TEST) Businass Unit |Defau|: | 2stch Idzntifier 44572
[i; / £ E T2 o5 17 o NS Thrs

D ite List | 0} Discount Datz Meta
Discouns Country Metz | 1,141] Discount Existing TA4LT

09/02/2024 11:39 Pags 1071

Google, Bing Web & Bing News API

Before setting up the Live Adverse Media Module in Screening you will need to sign up to one or all
the search providers API. APl means Application Programming Interface. Screening uses these to
perform Live Adverse Media Batch.

Google API Pricing
https://support.google.com/programmable-search/answer/9069107?hl=en

Bing API Pricing
https://www.microsoft.com/en-us/bing/apis/pricing

Google API Creation
To create a Google API key, you will need to sign up for a Google Business Account.

Create Google Business Account
If you have one you can skip this step

Navigate to https://console.cloud.google.com

Click Create account

Select Create for Business

After Successful creation, Verification code will be sent to your registered email.
Click this link and re login.

After re login, a registered pop-up appears to choose resource place

ok wnNPE
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) Google Cloud Platform

Welcome raj!

Create and manage your Google Cloud Platform instances, disks, networks, and other
resources in one place

Country

United Kingdom -

Terms of Service

| agree to the Google Cloud Platform Terms of Service, and the terms of
service of any applicable services and APIs.

Email updates

[ 1 would like to receive periodic emails on news, product updates and
special offers from Google Cloud and Google Cloud Partners.

AGREE AND CONTINUE

7. Agree and continue, you will be navigated to landing page. You are now ready to continue
onto the next section.

Enabling Google API for your Business Account
1. Login with your Google Business account at https://console.cloud.google.com
2. From the Dashboard screen. On the left-hand side menu-> Click on APIs & Services
3. Click Create New Project

= Google Cloud Platform '

New Project

You have 11 projects remaining in your quota. Request an increase or
delete projects. Learn more

MANAGE QUOTAS

Project name *
Riskscreen Google API (7]

Project ID: glossy-box-306310. It cannot be changed later. EDIT

Location *
i No organization BROWSE

Parent organization or folder

B3 -

4. Click on “ENABLE APIS AND SERVICES” button on the screen

APls & Services <+ ENABLE APIS AND SERVICES

5. Search for “Custom Search API”
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Google Cloud Platform Riskscreen Google APl v

& Search Q_  Custom Search API 572
Filter by 2 results
CATECORY Custom Search API

Databases (1) Google

Retrieve and display search results from Google Custom Search programmatically.
Developer tools (1)

Redis Enterprise Cloud

e Redis Labs

The fastest way to deploy a Fully-Managed Redis Enterprise

6. Select Custom Search API
7. Click “ENABLE” button
8. Make sure JSON Selected and click on Continue

Google Cl Platform Riskscreen Google APl v Q  Search products and resources
API APIs & Services Credentials
% Dashboard Add credentials to your project
4 Library

@& Find out what kind of credentials you need

Calling Custom Search API from a Ul-based platform
O  Credentials

2 Create a service account

14 OAuth consent screen X
Service account name Role

) y X . . " .
Domain verification App Engine default service account Select arole

Service account ID

= Page usage agreements
@ 9 eieg app-engine-default-service-acc @glossy-box-306310.iam.gservic C

Key type
Downloads 2

that contains the private key. Store the file securely because this key cant

be recovered if lost.
® JSON
Recommended
P12
For backward compatibility wit!

de using the P12 format

Cancel

9. Next, click on Create Credentials -> Select API Key

Google Cloud Platform Riskscreen Google APl v Q  Search products and resources
API APIs & Services Credentials + CREATECREDENTIALS il DELETE
" APIkey

@ Dsshboard Create credentials to 50 sing & simple AP key to check quota

W ubary OAuth client ID
A Remembert Requests user consent so your apy

accessthe user’s data CONFIGURE CONSENT SCREEN

o= Credentials
Service account

Enables server-to-server, app-evel authentication using robot accounts
(OAuth consent screen API Keys
@ Domain verification O neme Help me choose Restrictions Key
Asks a few questions to help you decide which type of credential to use —
S Pageusage agreements O A arikey? None AlzaSyAgTm...vYOllvzad @ V]
OAuth 2.0 Client IDs
O neme Creationdate Type Client 1D
No OAuth cliets o display
Service Accounts Manage service accounts
O ema Name 1
o i App Engine default service account ’sw

10. The APl Key will be generated.

KYC360



Google Cloud Platform Riskscreen Google APl v Q  Search products and res

Adverse Media Guide |27

API APIs & Services

Dashboard
Library

Credentials

Onuth consent screen
Domain verification

Page usage agreements

Credentials + CREATECREDENTIALS i DELETE

Create credentials to access your enabled APls. Learn more

A Rememberto configure the OAuth consent screen with information about your application.

API Keys
O Name Creation date &
O A apikeyt Mar1,2021

OAuth 2.0 Client IDs

O Neme Creationcate &

No OAuth clients to display

Service Accounts

O emai
0 =

Restrictions

None

Take a note of this APl key. This is your Screening Google API Key.

11. Click on Configure Consent screen

12

BB | o

=

T —

% | cowiy %| a RG] w: Crcentels - P asencn - X [

leicioud goagie.comispia/cedentisisTproject = hesoic-bird- 390605 Bapportadpuriew =i

Key

ATzaSyAqTH. .. vaY011vZad

Name 4

App Engine default service account

) Admin Comste [ Qi [ Product Catskog (@b MEC-bome [} Mipswitegiohai 13 Drderacdminsiraton [J* Minjogerside [ Rbdymaks ooplesan. 1) Kooto 5] T-prockbter og e 58 genei- Unde Gl

IPI

Google Cloud |
APls & Services
Enablod AFIS & sarvices
Lerary

Creertin

Ckuth consert acreen

Page usage agieemants

%= Riskicreen Google AP w

Credentials o CREATE CREDENTIALS

«~ RESTORE DELETED CAEDENTIALS

Greate credentisls S0 access your enabled APTS. |

A Fememben to canfigure the OAuth consent screen with informatien sbout your appAcabion

API Keys
O e vt ate &
O & smisy o 22, 2024

OAuth 2.0 Cliem IDs

Q, Search

CONFIGURE CONSENT SCREEN

;]

Client ID

Manage service accounts

/7w

o NENO)

COMFIGURE CONSENT 54

S0 b

[ Creation date & Tree Crent 161
Service Accounts
O ena [
In OAuth consent screen, select external and click on create.
Gocgle Cloud % RiskscteenGoogle AP = | Q4 Search

APis & Services

Enabied APl b services

Library

Credentials

Page ussge agresments

DAuth consent screen

Choose how you want to configure and reglster your app, including your
target users. You can only associate one app with your project.

User Type

) Internal @
Only avallable to users within your organization. You will not need to
submit your app for ion. Learn more pbout user type %

O External @

Available to any test user with a Google Account. Your app will start in
1esting mode and will only be available 1o users you add to the list of 1est
users. Once your app is ready to push to production, you may need to
werify your app. Leam mare ahout user type &2

1k 350Ut 0ur DAL axperiance

Leamn

Google OA
Whatis the

What are O/
What are se

What are re:

The app re
What inforn

Will my app
What if | do

How long di
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@& OAuthconsentscreen — §) Scopes — €) Testusers — @) Summary

App information

This shows in the consent screen, and helps end users know who you are and contact
you

App name *
Riskscreen I

Thne name of the app asking for consent

[

I User support email * - I
For users to contact you with guestions about their consent
App logo

This is your logo. It helps people recognize your app and is displayed on the OAuth
consent screen.

After you upload a logo, you will need to submit your app for wverification uniess the app
is configured for internal use only or has a publishing status of “Testing™. Learm more [

Logo file to upload BROWSE

Upicad an image, not larger than 1MEB on the consent screen that will help users recognize

Creating Google APl Key Name

1.

Navigate to https://cse.google.com/all
Make sure you are logged in with your Google business account created in the above steps.

Click “Add”

= Programmable Search Engine

Help Center .

All search engines Ada
Help Forum

You don’t have any search engines. Create your first search engine!
Blog

Send feedback

Give any name in the Sites to Search and click on Add. For Example, we have given
kyc360.com. This information isn’t used but is needed for this step.
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Create a new search engine

Get started by providing some basic information about your engine. You'll be able to
customize the enginea's configs (Languages, regions, etc.) further after it is created.
Learn more

MName your search

S Search engine name

What to search? (@) (@) Search specific sites or pages

¥ou can add any of the following:

Individual pages: www example com/page._html
Entire site: www . mysite.com/"

Parts of site: www.example com/docs,/* or
whww. example com/docs/

Entire domain: " example. com

Enter a site or pages | m

O Search the entire web

Search settings @ Image search

SafeSearch

I'm not a robot

By clicking 'Create’, you agree with the Terms of Service.
4. Click on Create.
' |
\/ I'm not a robot T

reCAPTCHA

Privacy - Temm:s

By clicking 'Create’, you agree with the Terms of Service.

5. Take a note of this as you will require it for Screening. This is your Screening Google API
Name (Search Engine ID)
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DDasoie
Search engine name Riskscreen 2
Description

Code Get code
Search engine ID 326c0526212394430 Q

Public URL http se.google.com/cse?

6. Keep scrolling down, and you will see a “Search the entire web” change this from OFF to
ON

Sea rch Features 5 All Search Features settings

Search settings () Image search

=
e SafeSearch
<

Augment results @ Search the entire web

Region @ All regions g

7. Next steps is to link your API key’s with your billing account.

Note:

1. If you require more than 10,000 google searches a day you will need to create Multiple
Google API Keys. Follow the above steps and create a different project name and make
note of each API key given.

2. Please Link each Project with the billing account to have enough Quota for AVM screening
(i.e., 10000)

3. If you have more than one Google API key, AVM criteria has to be included with all keys,
this can be done by raising a request to KYC360 to enable this option.

KYC360



Adverse Media Guide |31

Bing API Creation
If your organisation doesn’t have a Microsoft Azure account, you will need to create one with your
company email address.

Microsoft Azure Account profile setup
1. Navigate to https://www.microsoft.com/en-us/bing/apis/bing-web-search-api
2. Click on the “TRY NOW” button

Bing Web Search API

Bring intelligent search to your apps and haress the ability to
comb billions of webpages, images, videos, and news with a single

API call.

3. Create new account if required or login with your Microsoft Azure account.
4. You will be navigated to https://portal.azure.com/
5. Search for Cognitive Services, using the search button at the top of the page, and click on it.

Servicus Murcetoace

Create a free account & Coptins Sions 63 Cogntive Services
0 race

6. Inthe Cognitive Services page, click on the Start button under “Start W|th aArll_rA"z_L‘Jre free trial”
7. You will be directed to the Azure Signup page where you will need to update/complete your
profile and payment information.

Enabling Bing API
1. Navigated to Home - Microsoft Azure

2. Click on Start
F\

Welcome to Azure!

Don't have a subscription? Chack out the following options.

%

Start with an Azure free trial Manage Azure Active Directory Access student benefits
Get $200 free credit toward Azure products and services,  Manage access, set smart policies, and enhance security  Get free software, Azure credit, or access Azure Dev Tools
plus 12 months of popular free services. with Azure Active Directory. for Teaching after you verify your academic status.

st [ ey [ EZR oo

Azure services

= [ @ o 4 - S = & < —

Create a Cognitive Coanitive Quickstart Virtual App Services Storage SQLdatabases  Azure Cosmos Wore services
respurce Services Search Center machines accounts DB
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Build in the cloud with an
Azure free account

Create, deploy, and manage applications across multiple
clouds, on-premises, and at the edge

Pay as you go
——

3. You will be navigated to Azure - Sign up

4. Select the preferred option.

Looks like you already have an Azure

The Azure free account is only available to new users and is limited to one per customer

Sign up for a Pay-As-You-Go subscription.

Use an existing subscription in your account

5. Once you are on the screen, search for Bing Search v7

[ Bing Search v7 = | Pricing : All < Operating System : All < Puk

[ Azure services onty

Showing 1 1o 1 of 1 results for “Bing Search v7". Clear search

Bing Search v7

Create
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6. Populate the Name for this API, Subscription type and select Pricing Tier S5

Home > Create a resource Marketplace > Bing Search v7

Create a Bing search resource

Basics Tags Review + create

Bing Web Search API enables safe, ad-free, location-aware search results, surfaang relevant information from bilhons of
web documents. Help your users find what they're lookang for from the world-wide-web by harnessing Bing's ability to
comb billions of webpages, images, videos, and news with a single AP1 call. Learn more

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * ¢ | Azure subscription 1 ~
Resource group * (0 | Riskscreen ~
Create new
o]
Instance details
Name * | Risk Screen
Region [ Global

o This rescurce is 3 global resource that works across Azure regions.

Pricing tier * [ S5 (100 Calls per second) v |

o View full pricing tier details @

Terms

By using the Bing Search Senaces, you agree to be bound by the terms availabie at
https://www.microsoft.com/en-us/bing/apis/legal

and

Screening requires the following tier
55 100 TPS Bing Web Search £18 per 1,000 transactions
Bing News Search

Optional Bing Statistics Add-in $10 per 1,000 transactions

7. Once Subscription is complete, you will see a message as’ deployment completed’, click
on Go to resource.

L weeennee BRG] —

ome

& Microsoft.BingSearch-20230622121425 | Overview

[ e 0] Delete T Redeploy & Downicad () Refresh

b Cnrvien

@ Your deployment is complete

Ceployment name - Wi
Outpuss E Subnenpticn

h-202306221214253 Start time 6/22/3023 120

Commeliton 1D | e5057Id6aate-4338-E760-52c 1l toec e

6 PM

 Template Resource group

Deployment details

Next steps

. T

KYC360



Adverse Media Guide | 34

”

8. Inthe page that loads, find and click on “Keys and Endpoint

Microsch Asur (e

Riskscreen | Keys and Endpoint  #
U Regaraste key1 U Regenente ey?

e e e 2 aecens your Bing e Do nat shae yeus krya
v e 10 the sanaca

ety o tasmmE Uneg AT ey VB Wi Bhe mcemrre rrgEnenstng ©

e weye regularly, Dly oo kry 1 recestary &9 b e A £33, When, tegenerating the bt key. i £an uie the secens ey

i comtiocant acise 15ha &
w R
& trsgnons and séhee problems
Koy | -
RESOURCE MANAGEMENT
& Gt st urdipaint Mg aping micTioh com
Kyt e ENGpOmL I
Location © ;
3 i e = ;

D siing By Subsmption
! Propertien

B tods

9. Your API Keys will now show on screen.

—

KYC-Bing-Search-API | Keys and Endpoint

Bing Resource

‘P Search (Ctrl+/) [ « U Regenerate keyl U Regenerate Key2

L overview

@ Activity log
@ These keys are used to access your Bing resource. Do not share your keys. Store them securely- for example, using Azure
fa  Access control (IAM) Key Vault. We also recommend regenerating these keys regularly. Only one key is necessary to make an API call. When
regenerating the first key, you can use the second key for continued access to the service.

L 4 Tags
ﬂ Diagnose and solve problems Show Keys
KEY 1
RESOURCE MANAGEMENT m
& Quick start
S ndoni KEY 2
Keys and Endpoint
7 Pricing tier
ENDPOINT
S Billing By Subscription l https://api.bing.microsoft.com/ D J
{l! Properties
LOCATION ®
A Locks [ global D ‘
Monitoring
KR Alerts
fid Metrics

& Diagnostic settings
2 Logs
Automation

i Tasks (preview)

& Export template

Take a note of APl key 1. This is your Screening Bing Web API Key.
Take a note of APl key 2. This is your Screening Bing News API Key.

10. Next step is to ensure your billing account is update to date.
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€ O O bopslportalazure.com/ S een/provide: o Bingt» vhilling B & & 0O = @
1) Admin Conscte [ Quinys  [B] Product ooy @b 100 -Home  [§ e i L AP ide [ ¢ i 1) xeme ) Mg ogms gl gesend - Unite Gio_

»a e o 9co0]
Hor Microsah. BingSearch- 202 306 475 | Overview en

& Riskscreen | Billing By Subscription = #

Sy Geareh

F Semmch I Hsor Bsen § - @ Share [ Subscribe () Befesh & Download 1= Cost by resounce (& Configure sibsaription &b Try preview (@ Help

B ovenaew inihd

Sesee | Ameewbcipion]  AccumulstedCosts v I Ma 2023+
B iy lag

CRNT UNVAIARE @ b et unavaiiable

o i

e Access contiol (AN

N 3 ;
T ————— Grounby: None ¥ Graeuliing
ER—

& Diagnose and sobve problems [P

@ nos

RESOURCE MANAGEMENT
A Quick start
Mays and Endpome
# ricing tide
© siling by subscripion
Il Properties
6 iockx &

Servica nama ¥ tacaten w Rarsource Group rame ¥

o Tasks (preview) TR}

+ Expon tempiste 4 y
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